
Trojan Backdoor Attack 
Deep neural network has achieved state-of-the-art performance on 
various tasks. However, lack of interpretability and transparency  
makes it easier for malicious attackers to inject trojan backdoor 
into the deep neural networks, which will make the model behave 
abnormally. Our goal is to identify whether a given deep neural 
network contains a malicious trojan backdoor.
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Visual Interpretability 
Using only a set of few clean 
examples, we use visual 
interpretability technique to 
generate a saliency map for each 
labels. Across different images, we 
notice that for backdoored DNNs 
the explanation of the target label 
will look significantly different from 
other labels in terms of being: 
sparse, centralized and unique.
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GTSRB Traffic Sign Recognition Dataset [2]

MNIST Digit Recognition Dataset

we proposed NeuronInspect, the first approach effectively detect the 
trojan backdoor in DNNs without backdoor samples or restoring the 
trigger. We extensively evaluate it on various attack scenarios and 
prove better robustness and effectiveness over state-of-the-art 
backdoor detection techniques Neural Cleanse [3] by a great margin. 
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We attack classification 
DNNs on various dataset 
with different trigger pattern, 
size and location following 
configurations of BadNets [1]. 
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